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Introduction 

Any software designed to identify, prevent, stop and repair the damage 
caused by others on a computer or network can be called security 
software. Security software may be focused on preventing attacks from 
reaching their target, on limiting the damage attacks can cause if they reach 
their target and on tracking the damage that has been caused so that it can 
be repaired. There are several categories in this growing industry: 
 

• Firewalls block unknown packets from entry into a system via the 
internet and compartmentalizes the threat to mitigate further damage. 

• Antivirus scans systems for known threats, usually code implanted into a 
vulnerable point in a system. 

• Antimalware checks systems for new threats and inconsistencies in 
system behavior and releases fast fixes . 

• Bot detection uses site and software algorithms to detect non-human 
activities. 

• Enterprise security protects large networks with up to thousands of 
connections.  

• Endpoint refers to home computer or office protection with installed 
software on a single computer, network, or server. 

• Cloud refers to online database protection with encryption and bot 
detection to safeguard data. 

M&A Highlights 

• Security software is highly fragmented and larger companies are seeking 
to become one-stop-shops, via acquisitions, with all-inclusive solutions. 

• M&A transactions in cybersecurity total USD 97 billion in 1,101 deals 
since 2010. Cybersecurity M&A activity in 2018 is on pace to reach record 
levels again by number of deals. 

• Over the last eight quarters strategic and financial buyers have completed 
USD 43 billion in cybersecurity M&A transactions. 

• Q1 2018 was the strongest quarter for deal activity since Q1 2017 with 58 
deals surpassing the previous high of 52 set in Q1 2017. 

• The average and median enterprise value for cybersecurity transactions 
since 2010 was USD 222 million and USD 40 million respectively. 

• 70% of M&A exits in cybersecurity are below USD 100 million. 

• The European General Data Protection Regulation (GDPR), taking effect in 
May 2018 as the primary law regulating how companies protect EU 
citizens' personal data, will have major effects on the industry. 
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KEY MARKET TRENDS 
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 All M&A deals in Q1 2018 involved targets that were private companies or 

assets.  This trend is expected to continue. 

 Some say the security software space is overfunded and unsustainable. 

 Gartner predicts worldwide information security spending will go from 

USD 86 billion in 2017 to USD 93 billion in 2018. 

 The consolidation of suppliers in the enterprise should benefit those 

suppliers that offer leading technology and multi-product platforms, as 

companies will want to buy from those that can provide an end-to-end 

solution.  

 With data and applications traveling between a variety of users and 

devices spanning multiple networks (especially with the adoption of IoT), 

companies can no longer rely on internal company networks protected by 

firewalls.   

 The shift to cloud-based services and vendor consolidation within the 

enterprise is a key driver to bolt-on M&A deals to expand product 

portfolios.   

 A growing number of organizations are adopting authentication solutions 

with the intent of monitoring individuals to gain access of unauthorized 

data. 

 Legacy data migration and new data creation will lead to digital 

transformation that further expedites security software spending. 
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Qualys

Rapid7

FireEye

Sophos

Palo Alto Networks

Mimecast

MobileIron

Proofpoint

Splunk

Fortinet

Trend Micro

F-Secure

Symantec

CyberArk

Imperva

Vasco

Check Point

Secure Works

EV/Revenue 2018 EV/Revenue 2017

2017 Q1 2018  

Median multiple 3.7x 4.5x (20.4% increase) 

CYBERSECURITY MULTIPLES CONTINUE TO INCREASE 
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2018   SELECTED TRANSACTIONS 

DATE TARGET 
Total 
Value 

(USD M) 
BUYER DETAILS 

2/2018 
 
 
 
 

2/2018 
 

 
 

ThreatMetrix 
 
 
 
 

PhishMe 
(Cofense) 

 
 

830 
 
 
 
 

400 
 

Cash 
 
 
 

Equity 
 

 
3/2018 

 

 
Evident 

 

 
300 

 
Cash 

 
3/2018 

 

 
Wombat 

 
225  

 

 
Cash 

 

4/2018 
 
 

4/2018 

Phantom 
 
 

Secdo 

 
350 

 
 

100 
 

 
 
 
 

Cash/Equity 
 
 

N/A 
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EV (USD 
BILLION) 

LTM REVENUE 
(USD  BILLION) 

EV / LTM 
REVENUE 

Mean 342.9 200.5 8.2x 

Median 54.7 31.4 4.3x 

CYBERSECURITY M&A TRANSACTIONS WITH DISCLOSED 
TRANSACTION VALUES OVER LAST 8 QUARTERS 

NOTABLE FINANCING TRANSACTIONS YTD 

DATE COMPANY AMOUNT  
(USD M) 

1/03/18 

1/17/18 

1/18/18 

2/09/18 

2/21/18 

2/22/18 

2/27/18 

3/08/18 

3/12/18 

3/21/18 

Algosec 

Anomali 

Ledger 

Datavisor 

Vectra 

Bugcrowd 

Qingteng 

Netsparker 

Biocatch 

Sift Science 

36 

40 

75 

40 

36 

26 

32 

40 

30 

53 

MOST FUNDED FIELDS ACROSS ALL STAGES: 

Network Security 

IoT 

IoT Security Mobile Security 
Vulnerability & Risk 

Management 
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Flow Communications, a 
provider of network 
infrastructure and IT security 
solutions, received development 
capital from Maven Capital 
Partners, one of the UK's leading 
private equity funds, investing in 
private SMEs in a range of 
industry sectors. The Maven 
investment represents a 
substantial opportunity for Flow 
to accelerate its growth plans 
and sets up a great opportunity 
for a buy-and-build in the sector. 
The sale was advised by 
Clairfield International in UK. 

SECURITY SOFTWARE 
DEAL SPOTLIGHT  

SELECTED RECENT  SECURITY SOFTWARE TRANSACTIONS 

US 

SECURITY COMPLIANCE SOLUTIONS 

has issued Series B 
Preferred Stock to an 
investor group led by 

Finland/Norway 

IT SECURITY 

acquired  
Birdstep Technology Oy 

from 

France 

REMOTE-MONITORING SOFTWARE 

raised funds from 

Denmark 

SECURITY TESTING SERVICE 

was sold to 

Australia/Germany 

DEFENSE SOFTWARE 

acquired 

SECURITY SOFTWARE SNAPSHOT MAY 2018 

received development 
capital from 

UK 

IT SECURITY SOLUTIONS 

Israel 

DEFENSE AND HOMELAND 
SECURITY 

Private placement 

Finland 

CYBER SECURITY  

Employee share plan  

Israel 

SECURE WIRELESS EMERGENCY 
CONTROL 

was sold to 
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CLAIRFIELD – A GLOBAL PARTNERSHIP OF M&A SPECIALISTS 

 
Clairfield International provides advisory services on middle-market transactions for large companies, private investors and private equity, public sector clients, and family businesses. Headquartered in Europe 
with locations in every major region worldwide, Clairfield offers clients access to local corporate businesses, investors, and key decision makers, combined with a deep understanding of local regulations and 
cultures. Clairfield ranks as one of the top independent M&A advisors in the annual worldwide, European, US, Latin American, and Asian Pacific league tables by Thomson Reuters.  
DISCLAIMER: No part of this report may be reproduced without the written permission of Clairfield International. The information herein has been obtained from sources that we believe to be reliable, but we do 
not guarantee its accuracy or completeness. Much of the information contained in this report is subject to variation due to changes in market conditions, legislation or regulatory matters and Clairfield 
International does not undertake to notify any recipient of the report of changes to the information contained herein. This report is not to be construed as an offer to sell or the solicitation of an offer to buy any 
security in any jurisdiction. Additional supporting information is available upon request. Please contact: Press office, Clairfield International, Tel: +41 22 518 0242 , press@clairfield.com 
 

WORLDWIDE 
PRESENCE 

80% 
OF OUR WORK IS 
 CROSSBORDER 

RANKED AT THE 
 TOP  

OF INDUSTRY  
LEAGUE TABLES 

400+ 
PROFESSIONALS 

Contact 
Joseph Sabet 
Partner 
jsabet@clairfield.com 
T: +972 3 607-4100 

www.clairfield.com 
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